Managing a Network Using Windows Server 2008

L1000 Tod 1 o] o PSPPSRI 1
Windows 2003 Server Versus Windows 2008 SEIVET ..........ccccviveirrereneseseseeeenee e 1
INSTAIIING TNE SEIVET ...t b ettt e e 3
The Active DireCtory DIreCtOrY SEIVICE ........ciiiiieieiieie ettt sre e sreesre e 4
INStAllING ACLIVE DIFECIOTY ...t 4
Active Directory Key Core COMPONENTS........ciieiiiieiieiieeiestiesteeieseesreessesaesaessessaesreesseaeens 5
Domain CoNtrollers (DC) .....oouiieiieieie ettt 6
Architectural Components 0f ACLIVE DIFECIONY .......c.ccvevveiieiiereeie e 7
AD NamMING CONVENTIONS. ..ottt bt eesbeebe et e sbeesbeeneenes 13
Windows Server 2008 AD Domain Functional LeVelS ... 14
Windows Server 2008 Forest Functional Levels..........cccoviiiiiiiniiiie e 15
Active Directory Users and Computers CONSOIE ........cecvviieiierieiieie e 16
Starting the Active Directory Users and Computers Console ..........cccceevveviieeveeiiievee e, 16
MaNAQING USEI ACCOUNTS. ......eeveiiieieeieseesieetesee e eeesseesteeseesseesseaseesseesseeseessaeaseeseesseesseaneenses 16
Creating a Domain-Level USer ACCOUNT..........cuoiiiieiieiieie st 19
Managing Organizational UNtS...........ccciiieieeiiiie e 21
X gt= o] g To i o Tox=1 I oo 1O o FO SO RTPR 29
] (0 1= I TSP UR PR RPT 30
LC (o TH o1 TP P PP PP RPRTPP 31
Groups versus Organizational UNItS ..........cccueiveiieieiieese s 31
LCT (o TN o JSTolo] oL TP T TP TRTUPUPRTUPROT 31
Group Membership AHOWaNCe Chart..........ccoceiiei i 33
LCT (o TN oI Y/ 0 J TP TSRO TRT ORI UURTUPROT 33
Built-In Groups, Predefined Groups, and Implicit Groups and Identities.........c.c.ccccvevvrrnenne. 33
Creating USEI GIOUDS ......eeiueerieiieeteaiiestee e sieesteestessee bt e saesseesbeessesseesbeessesseeabeeseesseesbeeneesseensens 34
AJAING USEIS 10 8 GIOUD ..eouvveuieiiieiieeiesieesteeiesteesteetesseestaastesseesteesaessaesseasaesseesseassesseessennesssens 35
(€] 010 o o] 1 To] [ USRS PRSI 37
Managing the Group POIICIES.........ccueiiiiiic et 38
Accessing Group Policy Objects USiNg ADUC..........cocooiiiiiieiiiie e 38
Creating/Editing New Group PolIiCY ODJECES.......cccviieiieiecie e 39
Modifying the Group POICY SELHNGS .......ooviiiieieiiesiee e 39
PASSWOIT POIICIES. ..ottt bbbttt b bbb n e 39
KEIDEIOS POIICIES ...t ettt sttt st enes 42
ACCOUNT LOCKOUL POIICIES ...t 44
=] (o] 17RO PR TR 46

Managing a Network Using Windows Server 2008
www.cetc.umsl.edu



MaANAGING RESOUITES ... eetieiietie ettt ettt sttt sttt e see st e sbe et e abeesbeesbeaseesbeebesneesbeeneesneensens 47

NTFS 5 (New Technology File SYStEM) ......cccveieiieiiie e 47
R TToL U] ] YRR OPRURRTR 49
FOUP LEVEIS OF SECUNILY ......veiiieii ettt ettt enreenes 49
NOLES ON PEIMISSIONS ... ..etieiieiie sttt sttt et e st et e e teeneesbeesbeeneesreenbeenes 49
Understanding Shared Folders and Files ..........ccooveiiieiiic i 50
Share LeVEl PEIMISSIONS ......ccviiiiiiiie ettt sttt sne e 54
SEOPPING @ SNATE ......veceeeee ettt e e e s re e teeseeaseesae e st e ereenteaneenreens 57
Shadow Copies Of Shared FOIEIS .........cooiiiiiii e 57
Creating Shares from the Command Prompt............cccveveiieiieie i 60
=] (o] <7 TSROSO 61
NTFS File and FOIder PErmISSIONS .........couiirieieiiesie ettt 62
Overriding INNerited PErMISSIONS .........coiiiieiieiieie e e ettt sreennesnee s 67
Working With the Advanced NTFS Permissions (Special Permissions) .........ccccccecvevverunenne. 68
The NTFS Special PEIMISSIONS .......coiiiiiiiiie it 69
L@ 1T £ o o SRS 70
WOTKING WITh RIGNTS ..ottt 71
EXBICISE 4 ...ttt bbb b bbbt bbb bbb 73
WOTKING WITh PrOTIIES ...t 74
The ROl OF USEr PrOTIIES ..o 74
Settings Stored in User ProfilesS SUMMArY ... 74
TYPES OF PrOTIIES ...ttt enreeneenreas 76
Profile Database STIUCLUIE .........ooiiiiiiiiie ettt et ae e 76
The Default USErS PrOfile .......ccviiiieee e 77
The Al USErs Profile FOIEN.........ooiiiiieeee e s 78
Profiles and the REGISIIY ......cuiiieiie ettt esne e 78
Moving Profiles t0 the NEIWOIK .........c.coieiiiiiicce e 79
] o (=Y gl =T [T €= (o] o TSR 83
(0o o (Yo ] o] £SO SPR 84
SEOrING LOGON SCEIPES ...ttt bbbttt bbbt bbb 85
LOQgON SCHPL VArIADIES .......coveeieciiccieee ettt sre e e 85
Creating @ LOGON SCIPT......ccuuiieieieieitesie sttt bbb bbb n e 86
Assigning the Logon Script t0 @ SiNGle USEr.........c.covoiiieiieie e 87
Assigning Logon Scripts to Many Users Using Group POlICY .......cccccevvvieiieneniieniene e 87
Controlling Hard Drive Space Usage (Optional)..........cccooviieiiiiiic e 88
(=] (0] 7= TSP 90
T (o 113G TSRS TP 91

Managing a Network Using Windows Server 2008
www.cetc.umsl.edu



PIINTING SEIVICES ...ttt ettt et e s e e b e nb e e st e ebe e beenbesneebeeneenreas 92

SNAMNG YOUE PIINTEE ...ttt sttt et et e e sneesreeneenreenneens 92
Printing Features of the WIindows Server 2008 ...........cccooeiiiiinieieenieie e 92
Printing Terms ant CONCEPLS. .....ccveiueiieieesieeieseesieeeseesteete e sreeae e e e entesseesreesreeneeaneenneens 93
TYPES OFf NEIWOIK PIINTEIS ....coviiiieiiieiieeie ettt 94
APPENTIX A BUIHE-TN GrOUPS ..c.vvevieeeieciieie e siee sttt e e e ste e e e esae e ste e sneesneeaesneenrens 101
Appendix B: Special 1dentity GrOUPS ......ccoiuiiierieie et 103
AppPendiX C: SOIULIONS 10 EXEICISES .....cveivieieiiieieeiesiesteesie s e e e e e e saesieenee e sreesaesnaesseeneesrens 104

Managing a Network Using Windows Server 2008
www.cetc.umsl.edu



